ArcGIS Server
on the Amazon Cloud:

A Case Study for Student Use
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— Designing applications
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Background

Problems:
- Access from off-campus
- Access to ‘my’ lab computer

- Hard to understand the different pieces of the
system and their relationships

- Server vs. Service
- GIS Server vs. Web Server

- ArcMap vs. GIS Server



Goals

- Work from off-campus
- Better understanding of the system

- Experience administering a GIS Server in the
Cloud



Solution

- Student GIS Servers in the Cloud

- Amazon Grant



Background



Administration

2 Options:

- Each student gets a share of credits (students
have their own account)

*Credits are pooled (one account with sub-
accounts)
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Administration
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Administration

Enter User Names:

1. demostudentt

dem Dstuderl

7] Generate ang
Users need acce

For users who hg

Your 2 User(s) haveJ
This is the last time th

You can manage and rec

v Hide User Security |

m  demostug
P

Arccess Key

Secret Access K

m  demostug
P

Arccess Key

Secret Access K

A
Campus
TC [ Assist
TC

TC

TC

TC

TC

TC

TC

TC

TC

TC

WIN
WIN
WIN
WIN
WIN
WIN
WIN
WIN

B
User Name
jorost
asarmsll
cmfarrl2
aijibrl3
nxjohnl2
alkingl2
Idknotl2
jwkordl2
avnixol2
rlolsol2
mawelll2
slburn05
ditcookl3
amdavil3
dlkenni3
mjrandl3
dtsaill3
sdwebil2
rwzieml2

Access Key Id
AKIAIVASEEUEAFOTZISTA
AKIAIEQSPDMWIKEXDTMO
AKIAIXTOYGNGOOB2GPHA
AKIAIWTIR2KZBIWOGELA
AKIAJZEQSMWVX2ZMABYISO
AKIAJNMAUTERVLTAAGPA
AKIAIZEXCIKYSVLABKA
AKIAIMLDIMAECZSA2IT7C
AKIAJQHUL2ZMTL2YZ404A
AKIAIFKIFUGPGXZUUSWQO
AKIAIBIPSCKADTNTCEA
AKIAIXOUNOGVFKZARIZO
AKIAISWADLIB2UMABLMO,
AKIANVOZEFVEFQSYUZ2A
AKIAIHBIZKIUZDEUATRPA
AKIAJBUBIQPZXIZZIMFCO
AKIAILSTCAXELCWVCEIKO
AKIAJOZYISS3VDOEANSO
AKIAIBWARUOFGWOTE2XO

Me - Student studentgreta AKIAIGEESIAMMZSVELDA
Me - Instructo instructorgrets AKIAIPT7GYFNWHLYIKSQ

Secret Access Key
hwX2kKQln+FaP6aQiPxg
07kYPOQFuA23SFZg+WgT
kOBO+QRoBNprkdRGvLjv
cM+Xxat/K3+a2eWSFIhY
aJ28vsmDIUSCHUvbIghd
noMgs3jBvCgofUlslejd+
11UXMuil1SPSXhUBIgP
zH1yBJUsQLENAC52Be5D
epGnmMGvASDTXSLsHOOS
JkHikFIcBZN+jF3widvrU
s2yhoShR3urfBdojploZh
Lw+g+svtwla3lZBzoHae
Qcla+golVgkBa9yweO5
SerXhekHrvrcPCNUKTPRE
JgXBOiflafernrudPtTTVE
z7cLm0tlpklzG4z2x1RAL]
F1nc7PQ7i949jFZIHbhSeq
¥olYEDmDryOHnYCollMI
AdIRgEUCc3bnsRAFZATkU
476TUznM2uhRESSWWIT
TcQnsLzaczyHd+fAvERia




Administration

Set Groul set Permissions

Specify a group na

Select a policy template, generate o
that formally states one or more p Set Permissions

at a later time using the user, grou
You can customize permissions by editing the following policy document. For more
. information about the access policy language, see Overview of Policies in Using IAM. To test
@ Select F"l:llll::'j\'II Template the effects of your policies before committing them into production, you can use the 1AM
Policy Simulator

Group N

¥ Administrator Access

Provides full access to AW REVlew

» Power User Access Review the information below and click Create Group to proceed

Provides full access to AW

Group Name roupdemo Edit Group Mame
management of Users and P group ¢

Permissions AdministratorAccess-groupdemo- Edit Permissions

}» Read Only Access
201411051603

Provides read-only access

¥ AWS CloudFormation

Provides access fo AWS C )
Console Cancel Previous Create Group

Policy Generator

Custom Policy

Cancel Previous m

Mo Permissions




Administration

i'i Services ~  Edit ~ Greta Bernat

Select users to add to the group groupdemo

User Name = Groups Password Password Last Used =

asarms11 QI 1 active
avnixol2 NiA active
cmfarri2 LA active
demostudent ) A, active
demostudent2 ) A active

dikenni13 A active

Cancel Add Users




Administration

Access to the ArcGIS Server Amazon Machine
Image:

e Need Customer Number

e Need Server License Code

e Need Amazon Account Number
 Contact Esri Support



Administration

i’i Services v  Edit ~

ECZ Dashboard

Events

Actions ¥

Tags Filter: Private images ¥  All images v  All platforms v arcgis

Reports
Limits

Instances
Spot Requests

Reserved Instances

AMIs

Bundle Tasks

Volumes

Name

AMI Name

Esr ArcGIS 10.2.2 for Server with SQAL Server (March 2014)

Esri ArcGIS 10.2.2 for Server on Ubuntu with Postgresgl (March 20714)

Esn ArcGIS 10.2 for Server with SQL Server (Aug 2013)

Esri ArcGIS 10.2.1 for Server on Ubuntu with Postgresgl (Dec 2013)
Esn ArcGIS 10.2 for Server with SQL Server Express (Aug 2013)
Esri ArcGIS 10.2.1 for Server with SQL Server Express (Dec 2013)
Esn ArcGIS 10.2.2 for Server with SQAL Server Express (March 2014)
Esri ArcGIS 10.2.1 for Server with SQL Server (Dec 2013)

Esn ArcGIS 10.1 SP1 for Server with SQAL Server Express (Jan 2013)

AMIID

ami-39bdbi
ami-ab514:

ami-a3f5bs

ami-f1bdb7




Creating the Servers

You Will Need:

e Cloud Builder install file (Normally obtained
from the Esri Customer Care Portal)

 Your AWS access key and secret access key
e A provisioning file with licensing information



Creating the Servers

Install Cloud Builder Application:



Creating the Servers

0 Arcls Server Cloud Builder on Armazon Web Services

Create a Site: Create Site

1 [ S
General Amazon eb ArclS Senver zeodatabase i
Senrices

G SrcGls Server Cloud Builder on An

Create Site Amazon Web Services

——
General Amazon et Region
| B

IS East Mdrainia)

ArcGlS Server Site
‘ HNetwork

O Amazon ECZ
Hame SEmMMDemMO

Availability zone

Description geElhE=iE
& Amazon VPG

Subnet (D Mo subnets available
. Software ArcGIS 10.2 for _

[ Key pair

| License file FERtsiEliile ElTsiall

key pairs allow you to [og in to your instances ’

O Create new key pair
Mew key pair name: arcgis-SEMHDemo

& Select existing key pair



Creating the Servers

Create a Site:

reer Cloud Builder on Amazon

sk (e[S

Create Site
Create Site Help '

General

General Amazon Web ArcFE Sernver Geodatabasze Security Summarny
Semices

ArcGIS Server Site
Hame SEMMDemo
Description Demo site
Software ArcGIS 10.2 for Server (AWindows)
Server license Workgroup

Create Site

Instance t pe

W1 Mediuf '

izenearal

Amazon Web Services
Region U5 East (irginia)
Availahility zone Mo preference
Key pair arcagis-SEMBMDEmMO

ArcGIS Server
Instance type M1 Medium (m1.medidm)
Instance EBS volume size 10 GB
EBS volume will be deleted on termination
Humber of instances 1

Specifya|

EBS volur = |

Size

Username

Define the size ofthe sto

Password

Deletion
Ei Delete the root drive =

Repeat pass |

Geodatabase
Geodatabase Microsoft ScL Server Express on anArcGlS Server ECZ instance

Install S51

Hote:

Creating this new site will use the following features that are charged fees by Amazon YWeb SenAces: On-
demand instances, Amazon Elastic Load Balancers, Amazon Cloud Watch monitoring, Amazon Elastic
Block Store volumes

Number of instances -

YaurAreG1S Server license leve Choose S5L



Publishing to the Server




Server Computer Owned by
Amazon on East Coast

Amazon
GIS Server

Computer
- (CINRY=1a"] l
Author in Use in Web Author in Use in Web

ArcMap Applications ‘ ArcMap Applications \

School Lab Computer Personal Computer




Managing and Monitoring

http://michaelsync.net/2014/05/09/amazon-ec2-cloudwatch-new-relic-monitoring-alert-notifications



What about the web application?

Can | use Amazon to host that, too?
Yes, but...
- alter security settings
- open ftp and http ports
- create elastic IP address
- remote into server

- enable IIS on server



Conclusions

Objectives Met:
- Work from off-campus
- Better understanding of the system

- Experience administering a GIS Server in the
Cloud



Conclusions

Ease of Use:
- Set-up
- Student interface

- Monitoring — yes and no
- Watch out for storage volumes and load balancers

- Continue monitoring billing after you think
everything is deleted



Helpful Resources

Sterling Quinn from Penn State

Top 10 AWS Identity and Access Management (IAM) Best
Practices

Building an ArcGIS Server site on Amazon Web Services
(discusses requirement of admin permissions on account)


https://www.e-education.psu.edu/cloudGIS/node/25
http://www.youtube.com/watch?v=4AZX8COgnmU#t=2656
http://resources.arcgis.com/en/help/main/10.2/index.html#/Building_an_ArcGIS_Server_site_on_Amazon_Web_Services/00rq0000004r000000/
http://resources.arcgis.com/en/help/main/10.2/index.html#/Building_an_ArcGIS_Server_site_on_Amazon_Web_Services/00rq0000004r000000/
http://resources.arcgis.com/en/help/main/10.2/index.html#/Building_an_ArcGIS_Server_site_on_Amazon_Web_Services/00rq0000004r000000/
http://resources.arcgis.com/en/help/main/10.2/index.html#/Building_an_ArcGIS_Server_site_on_Amazon_Web_Services/00rq0000004r000000/
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